
Women  and  Virtual  Citizenship?  Gendered  Experiences  of  Censorship  and 
Surveillance

(November 2011, draft 1)

Heike Jensen

Contents

• Introduction
• Censorship and Surveillance by the State: The Normative Dimension
• The Actual Range of Agents of Censorship and Surveillance
• The Public Sphere and Its Distinctly Gendered Ideology
• Creation of the Gendered Public Sphere by Mass Media/News Media
• “Women’s Media”
• Sexuality and the Public Sphere
• Women and Nation
• State Censorship as a Tool for Negotiating Gender and Other Hierarchies
• The Internet, Digital Divides and Areas of Censorship
• Sexuality and Censorship in the Virtual Realm
• Privacy and Surveillance
• Concluding Thoughts



Introduction

Once upon a time (in 1996), in a land far, far away (the USA), two people spoke thus of the 
newly evolving Internet:

We are creating a world where anyone, anywhere may express his or her beliefs, no  
matter how singular, without fear of being coerced into silence or conformity.1

I think (the Internet) is the last bastion of real ugly sexism because it’s unmoderated  
and faceless. I’ve received more “wanna fucks” ... and “shut up bitch” mail than I care  
to count.2

The first  quote is from  John Perry Barlow’s  famous ”Declaration of  the Independence of 
Cyberspace.” It reflects the point of view of the privileged male citizen-subject addressing the 
state. Barlow, in a grand universalizing gesture, claims that cyberspace has developed as a 
space upholding everyone’s  freedom of  expression,  and he implicitly  equates censorship 
with the state interventions  he tries  to discourage.  In  sharp contrast,  the female  college 
senior  quoted in  the  second snippet  relates  attempts of  online  censorship  by  misogyny, 
intimidation and sexual harassment perpetrated against her by her male peers, not by the 
state. 

These incompatible views can be taken to attest to distinctly gendered experiences of the 
Internet and gendered takes on freedom of expression and censorship, and by extension as 
a foreshadowing of citizenship as a gendered phenomenon. I would thus argue that the issue 
of  women’s  (potential)  citizenship  in  the  information  society  as  posed  by  the  CITIGEN 
initiative can fruitfully be approached by an investigation of communication rights – and their 
denial – from a gender perspective. But are the above quotes from the USA of 1996 relevant 
at all for a research endeavour focussing on South Asia? In fact, there is ample evidence that 
women’s potential silencing in cyberspace is a feminist concern in many parts of the world. 
Anita Gurumurthy sketches the issue and the political dilemma it poses thus:

Safety of online spaces is an important “access” issue for women. Women’s rights to 
bodily integrity and autonomy have to be reinterpreted and assured in digital spaces. 
Discrimination, sexual harassment and outright violence in and through online spaces 
interfere with women’s right to “access”. While policies need to deal with these issues, 
they cannot become an excuse for content regulation regimes that stifle the right to 
free expression and association.3

In  what  follows,  I  will  concern  myself  with  the  gender  politics  that  inform  the  field  of 
censorship and surveillance. Since all societies are presently characterized by a mix of digital 
and non-digital  media,  I  will  lay a particular  emphasis  on examining the continuities and 
discontinuities between these media in this field. My approach will be to combine northern 
feminist  theorizing,  the  academic  approach  that  I  have  been  trained  in,  with  feminist 
scholarship and accounts focussing on South Asian countries and with a consideration of 
cases of digital censorship and surveillance in the South Asian region. In this manner, I hope 
to draw attention to global  trends as well  as distinctly regional,  national and sub-national 
information society realities.

1 John Perry Barlow (1996): ”A Declaration of the Independence of Cyberspace.” Available at: 
http://w2.eff.org/Censorship/Internet_censorship_bills/barlow_0296.declaration (last accessed 20 October 2009).

2 College senior quoted by Stephanie Brail (1996): "The Price of Admission: Harassment and Free Speech in the Wild, Wild 
West." In: Wired Women: Gender and New Realities in Cyberspace. Ed. by Lynn Cherny and Elizabeth Reba Weise. Seattle: 
Seal. 141-157. P. 151.

3 Anita Gurumurthy (2008): Gender Equality Through ICT Access and Appropriation: Taking a Rights-Based Approach. 
Bangalore: IT for Change. P. 16.
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In what follows, I will place a particular focus on the issue of sexuality: Sexuality constitutes a 
fundamental  area  of  self-determination  and  simultaneously  functions  as  an  instrument 
through  which  different  forms  of  social  stratification  may  be  perpetuated  or  challenged. 
Ultimately, even the nation state is principally invested in regulating sexuality, because the 
reproduction of  its citizenry in both ideological  and material  ways converges in issues of 
(hetero-)  sexuality  and  biological  reproduction.  Consequently,  the  relationships  between 
nation state, citizenship and the public sphere, communication and privacy rights, sexuality 
and morality are potentially  highly  contested and offer  a rich terrain for  exploring gender 
dynamics. 

Censorship and Surveillance by the State: The Normative Dimension

A common – and as we will see gender- and class-biased – starting point for the study of  
censorship  and  surveillance  is  to  look  at  the  state  as  agent  and  explore  the  normative 
framework  in  which  the state is  both  allowed and constrained to censor  and engage in 
surveillance. Censorship, as defined by international law such as the International Covenant 
on Civil and Political Rights (ICCPR), is conceived as a limit on freedom of expression that 
states either have to or may impose in specific cases: Article 20 of the ICCPR expressly 
prohibits war propaganda and the promotion of national, racist or religious hatred intended to 
incite discrimination, hostility or violence.4 In addition, following Article 19 b), speech is not 
necessarily protected when it does not respect the rights or reputations of others, when it 
endangers national security, public order, public health or public morals. 

If we systematize these provisions from the point of view of the state along the three value 
dimensions of a) peace and security, b) order and c) equality and coexistence, we see that 
these dimensions  do  not  seamlessly  relate  to  each  other:  Provisions  meant  to  maintain 
peace and security are directed internally as well as externally. Feminist critiques of these 
concepts have illustrated that what is generally meant by peace is the maintenance of an - at 
this point - unused state monopoly on perpetrating physical violence, and what is meant by 
security often follows a logic of threats of power use exemplified by the Cold War.5 Directed 
at the overall social level within nations are the provisions which are meant to facilitate the 
maintenance of order. Order within nations, seen through a feminist lens, encompasses the 
internal social  hierarchies built  on forms of social stratification such as race, class, creed 
and/or living location, as each of these intersects with gender. These organizing principles of 
a population are generally intertwined with an economic hierarchy distributing wealth, status 
and life opportunities unequally.  Finally,  there are the law provisions  that  are directed at 
facilitating equality and coexistence among citizens, which, it is obvious, rest uneasily with 
the upkeep of order in stratified and hierarchized nations. 

In contrast to the case of  censorship,  rationales for  surveillance are not  provided by the 
ICCPR. Article  17.1 only  states that,  “No one shall  be subjected to arbitrary or  unlawful 
interference  with  his  privacy,  family,  or  correspondence,  nor  to  unlawful  attacks  on  his 
honour and reputation”. Somewhat counter intuitively, privacy may be enjoyed in public as 
well as in private spaces, and it usually refers to limits on monitoring or searching people 
based  on  considerations  of  safeguarding  dignity,  limiting  intrusion,  and  restricting  state 
power.6 However, as with censorship, states are only one group of actors among several 
engaged in surveillance. It is to the different agents of censorship and surveillance that we 
will now turn.

4 While most nations of the world - 165 to be precise - are parties to the ICCPR, many have registered reservations with respect 
to aspects concerning freedom of expression. These can be found at the following web address: 
http://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=IV-4&chapter=4&lang=en (last accessed 21 October 
2009).

5
 See Cynthia Enloe (1993): The Morning After: Sexual Politics at the End of the Cold War. Berkeley, Los Angeles, London: 

University of California Press. In contradistinction, the concept of human security has been proposed to articulate what peace 
and security from the perspective of individuals would entail.

6 Lawrence Lessig (2006): Code Version 2.0. New York: Basic Books. See chapter 11.
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The Actual Range of Agents of Censorship and Surveillance

Research into the history of censorship regarding mass media and the Internet has shown 
that distinct socio-political entities may be crucial agents. Lawrence Lessig has developed a 
broadly received model, in which he identifies regulation at the interrelated levels of norms, 
laws, markets and architecture: Laws constrain through the punishment they threaten; norms 
constrain through the stigma a community imposes; markets constrain through the price that 
they exact; and architectures, including hardware and programming code, constrain through 
the physical burdens or obstacles they impose. Lessig makes the point that norms, markets 
and  architectures  may  generate  their  own  regulatory  effects,  and  they  may  in  turn  be 
regulated by laws.7

Jean K. Chalaby’s work8 is compatible with that of Lessig and in fact introduces additional 
censorship  planes.  Most  notably,  she  also  references  media  administration  as  well  as 
outright  state  violence:  Media  administration  includes  obligations  to  obtain  licenses, 
registrations or authorizations and the requirement to deposit financial guarantees for entities 
wanting to establish media. Tactics of state violence encompass arbitrary arrests or physical 
attacks, and we may add that violent forms of censorship may also be exercised by non-state 
agents. Experiences of censorship may in turn lead to self-censorship, defined as the “slow 
internalization of the mechanisms of suppression”9.

Implicit  in  much of  the  literature  addressing  censorship  is  hence  a  definition  that  is  not 
restricted to the suppression of content already produced. Censorship also means erecting 
enough hurdles to systematically keep specific content from reaching a social group or to 
keep people from producing content in the first place. Taking these dimensions of censorship 
and regulation together, we arrive at the following picture: Nation states may censor directly 
through  laws  or  through  violence.  They  may  censor  indirectly  through  administrative 
requirements, through economic setups, through the promotion of norms or through shaping 
architectures. Furthermore, architectures, norms and markets may also function as censors 
even if nation states do not intend to shape them that way, and non-state actors may also 
censor directly through violence.

Both Lessig and Chalaby make similar points about direct forms of state censorship being 
the most easy ones to trace and hence also the most talked-about and contested ones. The 
OpenNet Initiative (ONI)  termed these practices,  which include the permanent and direct 
blocking  of  access  to  servers,  domains,  keywords,  and  IP  addresses,  “first-generation 
controls”.  While  these  practices  are  still  pursued,  and  while  there  is  also  evidence  for 
Lessig’s  predictions  that  Internet  censorship  is  moving  towards  an  increasing  regulation 
through architecture in the form of programming code,10 ONI has detected a shift towards 
“next-generation information controls”.11 Next-generation controls are embedded in a legal 
and  technical  context  that  allows  state  authorities  to  erect  fleeting  blocks  to  content  or 
services.  The  blocks  may  not  even  be  acknowledged  by  state  authorities,  and  may  be 
outsourced  to  private  or  even  illegally  operating  networks  including  botnets  that  commit 
denial of service attacks. But next-generation controls even go beyond blocking content and 
services  and  include  information  campaigns  designed  to  mislead,  intimidate,  fragment, 
confound or hinder those perceived as enemies of the state.

7 Lessig 2006: 123-124, 234.

8 Jean K. Chalaby (2000): “New Media, New Freedoms, New Threats.” International Communication Gazette 62.1: 19-29.

9 Brinda Bose (2007): “The (Ubiquitous) F-Word: Musings on Feminism and Censorships in South Asia.” in: Contemporary 
Women’s Writing 1.1/2: 14-23. P. 16.

10 Lessig (2006).

11 Ronald Deibert, Rafal Rohozinski (2010): “Control and Subversion in Russian Cyberspace.” In: Access Controlled. Ed. 

  MIT Press. P.20.
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Surveillance, like censorship, may be carried out by different actors. An intimate relationship 
between surveillance and censorship exists insofar as people who (think they) are placed 
under  surveillance  are  likely  to  alter  their  behaviour,  which  may  include  forms  of  self-
censorship.  States generally  undertake surveillance  for  the same rationales  they cite  for 
censorship, i.e. to enhance national security and maintain order. Big market players are also 
important agents of surveillance, and their motive is that of profit maximization based on the 
largest possible increase in sales of goods and services. Finally, private individuals engage 
in surveillance, often in accordance with social norms. In many countries of the world, the 
latter includes a policing of women’s and girls’ activities by men and also by women, be it to 
protect  the  heterosexualized  love  contract  or  the  family  honour  that  structure  many 
patriarchal  societies  in  the  north and south  respectively.  Women who are  complicit  with 
patriarchal  arrangements  are  often in  the  compromised  position  of  being  simultaneously 
subjects  and  objects  of  censorship  and  surveillance.  The  agents,  levels  and  forms  of 
censorship and surveillance just discussed are systematized in the following table.

state 
censorship

non-state 
censorship

state
surveillance

non-state
surveillance

laws direct n/a direct n/a
violence direct direct n/a n/a
administration indirect direct indirect n/a
business indirect direct indirect direct
norms/society indirect direct indirect direct
architecture  incl. 
code

indirect direct indirect direct

Table 1: Agents, levels, and forms of censorship and surveillance12

While  the  censorship  and  surveillance  of  women  by  agents  socially  close  to  them  are 
experiences shared by many women, state censorship arguably is not. This is because to 
finally become a target of state censorship, many previous social and economic censorship 
blocks need to be overcome, which is harder for most women than for most men. Thus Bose 
summarizes: 

And yet, as continued discussions prove, censorships – not merely of the state, but 
society,  the  family,  the  spouse,  but  also  of  the  self  –  remain  at  the  forefront  of 
anxieties  and  impediments  that  burden  most  South  Asian  women writers  in  their 
processes of creative work.13

Put  differently,  a  South  Asian  woman writer  starts  out  at  the very  bottom of  a  veritable 
censorship  pyramid:  All  the  adverse  social  norms  she  has  to  confront  and  has  in  part 
internalized may keep her from ever submitting a piece for publication. If submitting a draft to 
a publisher, she may be turned away because women’s books are not regarded to promise 
enough revenue. Only if she takes that hurdle too and gets her piece accepted by a publisher 
might she encounter state censorship, which is thus quite a few censors removed from her.

As for  contestations of  state censorship,  one important  issue to consider  is whether  this 
happens  from  comparatively  advantaged  social  positions,  because  people  in  less 
advantaged social positions have so many indirect ways of censorship to contend with that 
censorship law may not be their primary concern. 

Men’s experiences of censorship are likely to differ from women’s in some respects, but even 
men require some social capital to surmount social forms of censorship and reach a public 

12 Heike Jensen, Jac sm Kee, Gayathri Venkiteswaran, Sonia Randhawa (2011): "Sexing the Internet: Censorship, Surveillance 
and the Body Politic(s) of Malaysia." in: Access Negotiated. Edited by Ronald J. Deibert, John G. Palfrey, Rafal Rohozinski und 
Jonathan Zittrain. Cambridge (MA), London: MIT Press. 65-81.

13
 Brinda Bose 2007: Pp. 17-18.
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with their views. Since men have been more seamlessly understood as political agents than 
women, censorship rationales of peace, security, and the social order as it relates to social 
stratification apart from gender may have more likely been directed at them than at women. 
Censorship in these cases has become an important tool to create or maintain hierarchies 
among men. As Masculinities Studies has shown with much evidence from around the world, 
patriarchal societies are in fact centrally concerned with creating and maintaining hierarchies 
among men, trajectories which are missed if the whole focus of a gender investigation lies on 
how men – mistakenly thought of as one homogeneous group - discriminate against women 
– similarly erroneously conceived as a homogeneous group.

So have women been censored by states with the help of the rationales of protecting peace, 
security, and the social order as it relates to social stratification apart from gender? Of course 
they have; the point is just that femininity has only in an indirect or subordinated way been 
related to these matters, be it in terms of stereotypes, ideology, structure or institutions. This 
has meant that women have not served as the central imagined targets of these forms of 
censorship. 

And have men been censored on the grounds of public order as it  relates to the gender 
order, public moral and the like? Of course they have, but in several specific ways depending 
on their issues with this order: Profeminist men, for instance, have very likely encountered 
strong social censorship and gatekeeping blocks in the form of ridicule for their efforts to 
speak  out  publicly  before  ever  encountering  state  censorship.  At  the  other  end  of  the 
spectrum, strongly misogynist men might have encountered censorship as a block against 
blatant women hatred and sexual exploitation to keep the social fabric from disintegrating 
into  one  huge  gender  war.  Those  who  have  been  concerned  with  the  perpetuation  or 
negotiation  of  hierarchized  subgroups  within  the  nation  may  also  have  encountered 
censorship with respect to interventions into the gender and sexual order, for instance when 
they publicly problematized the issue of heteronormativity.

The Public Sphere and Its Distinctly Gendered Ideology

Since  censorship  concerns  freedom  of  expression  and  the  public  sphere,  it  is  vital  to 
understand how the public sphere has developed as a gendered concept/space in different 
countries and world regions. Jürgen Habermas, who submitted the seminal German work on 
The Structural Transformation of the Public Sphere14 in Western patriarchies, explains that 
the male political public was constituted through its opposition to the private sphere and its 
gender arrangements. Habermas stresses that therefore, the public was in fact structured by 
the exclusion of women from it, in distinction to the exclusion of underprivileged men, which 
he sees as non-defining for  the structure of  the public.15 Alvin  Gouldner,  who Habermas 
draws on, furthermore argues that the demarcation of the private sphere basically served to 
cloak gender arrangements and property arrangements from public scrutiny.16 And Lauren 
Berland and Michael  Warner stress that  official  national  culture “depends on a notion of 
privacy  to  cloak  its  sexualization  of  national  membership”.17 The  public  sphere  thus 
constitutes a nodal point in several respects.

14 Initially published in Germany as early as 1962 under the title Strukturwandel der Öffentlichkeit, and finally in 1989 receiving 
an English translation from Boston’s MIT Press.

15 It is interesting to note that Haberman missed the gendered dimensions of the public when he wrote his book. He elaborates 
on this issue in his Foreword to the 1990 German Suhrkamp edition, which he uses to update his theory and to briefly review 
the pertinent scholarship of the last 30 years.

16 Alvin W. Gouldner (1976): The Dialectic of Ideology and Technology. New York: Macmillan. P. 103. See also Carol Pateman 
(1988): “The Fraternal Social Contract.” In: Civil Society and the State. Ed. by J. Keane. London.

17 Lauren Berlant, Michael Warner (1998): “Sex in Public.” Critical Inquiry 24: 547-566.
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Creation of the Gendered Public Sphere by Mass Media/News Media

So how has this worked in practical and institutional terms? Nation states, though defined by 
a concrete physical territory, are too big to allow all of their citizens to get together in public 
and debate. Hence the public sphere is a mediated one, and by extension, the nation itself, 
in Benedict Anderson’s influential terminology, constitutes an “imagined community”.18 Nation 
states, depending on their political ideologies, have historically established different media 
landscapes, from state-owned and operated ones to publicly owned and operated ones to 
privately owned and operated ones, and have in many cases entertained hybrid forms of 
these three prototypes. 

For a long time,  the media have taken the form of mass media, characterized by one-way 
communication flows from few to many. This kind of communication flow has presented the 
issue of gatekeeping as a form of censorship. Censorship and gatekeeping have converged 
in nations where the mass media have been directly state-owned. But gatekeeping has of 
course also been identified with respect to private ownership of news media, for instance 
expressed in the old quip that you could of course freely express yourself, as long as you 
owned a newspaper. Furthermore, gatekeeping has been identified at different levels beyond 
that of ownership in both state-owned and privately own mass media. It  has for instance 
been found to operate at the level of the mass medium as a social organization and its work 
routines, and it  has been analyzed down the job hierarchy, from publisher to producer to 
editor  or  director  to  reporter  or  talk  show  host  and  so  on.  Gender-segregation  and 
discrimination against women have simultaneously characterized the employment structures 
and opportunities  in  the state ministries  and other  state and non-state regulatory bodies 
concerned with the media. 

A central defining feature of the gendered public indebted to the male dominance of the 
decision-making levels within the media and within the ministries is the “male definition of 
news value”.19 It has meant that the public sphere of politics as well as other spheres of “hard 
news” such as the economy, finance and science have been constructed as masculine. To 
be more precise, they have been depicted as hegemonically masculine, i.e. masculine as 
defined by the race/class and other standards of the leading social fractions. 

Male representatives of these fractions have been presented as the “natural” actors of the 
political/public  sphere  and have been  featured  constantly,  while  women have marginally 
been featured and have usually been cast as unusual or alien to this sphere.  The global 
pervasiveness and longevity of this gender imbalance in offline and online news, as well as 
national variations of it, have been traced by the Global Media Monitoring Project (GMMP), 
conducted every five years since 1995 in all parts of the globe.20

An  alternate  route  to  understanding  the  pervasive  effect  of  censorship  in  this  abstract, 
normative  form  is  through  a  consideration  of  language,  discourse  and  political 
representation. If hegemony is created, as Gramsci theorized,21 in that the dominant social 
fractions successfully establish the parameters within which some aspects of life can become 
a public issue, and if they simultaneously delimit the ways in which these aspects can be 
tackled, then it  is obvious that the least privileged people within a nation hardly have the 
chance  to  voice  their  concerns  in  public,  let  alone  in  a  way  that  still  makes  sense  to 
themselves.  Gayatri  Spivak  tackled  this  issue  in  her  famous  essay  “Can  the  Subaltern 

18 Benedict Anderson (1983): Imagined Communities: Reflections on the Origin and Spread of Nationalism. London, New York: 
Verso.

19 Gaye Tuchman (1978): Making News: A Study in the Construction of Reality. London, New York: Collier Macmillan (The Free 
Press). P. 138.

20 See http://www.whomakesthenews.org/gmmp-background.html (last accessed 15 October 2009).

21 An excellent discussion of Antonio Gramsci’s contribution in this regard is provided by Stuart Hall (1977): “Culture, the Media 
and the ‘Ideological Effect’.” In: Mass Communication and Society. Ed. by James Curran, Michael Gurevitch, and Janet 
Woollacott. Beverly Hills, London: Sage. 315-348.
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Speak?”,22 in which she ultimately negated this question with respect to the underprivileged 
Indian woman she employed as a point of departure for her thoughts.

In sum, censorship through lack of recognized concepts and legitimated ways of looking at 
aspects  of  life  works  in  close  conjunction  with  censorship  related  to  the  markets, 
administrations  and  architectures.  Yet  it  needs  to  be  pointed  out  that  many  democratic 
nations, in recognition of the importance of the news/mass media for the public sphere, have 
sought  to protect  minority concerns and “diversity”  with the help of  laws targeting media 
ownership, markets, and architecture. And crucially, they have tried to do so by imposing 
content  obligations  including  public  service  requirements.  These  obligations,  however, 
generally have not affected the overall  content mainstream but have followed the logic of 
marginal “special interests”. 

And most noteworthy for our purposes, news media/mass media have effectively evaded 
obligations  of  that  kind  by  citing  their  freedom  of  expression.  The  tension  between  an 
abolition of discriminatory media content and freedom of expression of the mass media is 
already prominently visible in international documents such as the Beijing Platform for Action, 
which came out of the Fourth World Conference on Women held by the United Nations in  
Beijing in 1995.23 As Isis International Manila stated in the wake of that conference, “There is 
a need to clarify who defines ‘freedom of expression’ as this is being increasingly used to 
justify negative portrayal and representation of women.”24 

Thus  interestingly,  we  here  encounter  a  clash  between  differently  motivated  claims  to 
freedom of expression. One is forwarded by the private sector, and its oppositional term is 
not  censorship  but  public  service  obligations.  The  other  is  held  by  feminists,  and  its 
oppositional concept is media in the service of a patriarchal mainstream and its hegemonic 
market forces.25 It is impossible not to note that feminists have thus rediscovered the two 
blind  spots  at  the  heart  of  the  Western  male  hegemonic  public  identified  by  Pateman, 
Gouldner and Habermas as discussed above: patriarchy and private property as coalescing 
in the private sphere. 

“Women’s Media”

If the male hegemonic political public of nations such as Germany was indeed constituted by 
the  two  blind  spots  of  private  property  and  patriarchy,  it  is  interesting  to  note  that  the 
complementary female audience seems to have been created through affirmative ways of 
dealing with private property and patriarchy through “women’s media” within western nations, 
from glossy  magazines to talk  shows directed at  women.  These have fused a focus on 
private concerns, most notably heterosexual love relationships and familial relations as well 
as looks and aging, and a specific focus on women as consumers. 

Consumption, the creation and stimulation of markets, has played an ever increasing role 
within western nations, and the world of advertisement devised to stimulate consumption has 
22

 Gayatri Spivak (1988): “Can the Subaltern Speak?” In: Marxism and the Interpretation of Culture. Ed. by Lawrence Grossberg 
and Cary Nelson. Urbana, Chicago: University of Illinois Press. 271-313.

23 Almost all paragraphs of Section J „Women and the media“ contain the qualification that the interventions need to be 
“consistent with freedom of expression”. United Nations (2001): Beijing Declaration and Platform for Action with the Beijing+5 
Political Declaration and Outcome Document. New York: United Nations.

24 Isis International–Manila (1999): Changing Lenses: Women’s Perspectives on Media. Quezon City: Isis International-Manila. 
P. 25.

25 At the international level of media politics, this clash was predated by the fight around the New World Information and 
Communication Order (NWICO), which principally raged within UNESCO from the mid-1970s for more than a decade and 
followed a comparable logic of silencing and distorting through market power: At issue was whether developing nations would 
have any way to develop their own media markets and infrastructure in order to generate their own media content, or whether 
northern media in general and U.S. American media in particular would continue to flood them with their foreign content, which 
was perceived as derogatory and imperialist by many developing countries. See, for instance Victor Pickard (2007): “Neoliberal 
Visions and Revisions in Global Communications Policy from NWICO to WSIS.” In: Journal of Communication Inquiry 31.2: 118-
139.
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been characterized by the consistent feature of sexism and the heterosexualization of the 
public sphere with the help of images of women –or their body parts - designed to titillate  
male consumers and to represent beauty standards for women to aspire to in order to appear 
attractive to men. The latter has created a unique situation of self-surveillance for women in 
Western capitalist patriarchies. As explained by art historian John Berger. 

A woman must continually watch herself. She is almost continually accompanied by 
her own image of herself. [...] And so she comes to consider the  surveyor and the 
surveyed within her as the two constituent yet always distinct elements of her identity 
as a woman. She has to survey everything she is and everything she does because 
how she appears to others, and ultimately  who she appears to men, is of  crucial 
importance for what is normally thought of as the success of her life. [...] Men look at 
women. Women watch themselves being looked at. (italics in the original)26

The  feminist  challenges  directed  at  these  political,  social  and  media  setups  as  well  as 
psychological indoctrination have been most eloquent. For instance, within the U.S.A., the 
slogan  “the person is  political”,  popularized  by  feminists  in  the  late  1960s,  needs  to  be 
understood  with  respect  to  the  general  conditions  outlined  above,  i.e.  the  ideological 
reduction of women to the private sphere of love and family, heterosexuality and physical 
attractiveness, and the incompatibility of the feminine – hegemonic or not - with the public 
sphere of politics. While the slogan affirmed these ideological reductions, it challenged their 
depoliticized, matter-of-fact standing and drew attention to the reductions’ role within gender 
politics  and patriarchal  setups.  The personal  – or  the private sphere – thus became the 
starting  point  for  the  development  of  feminist  knowledge  and  feminist  movements,  and 
consciousness raising became the social  technique of arriving at  this knowledge through 
tracing common patterns in individual life histories.

While  U.S. feminists generally did not encounter state censorship when trying to address 
these matters in public, they encountered strong resistance from mass media gatekeepers. 
This  resistance  for  instance  took  the  shape  of  ridicule,  as  in  the  infamous  depiction  of 
feminists  as bra-burners, and it also took the shape of “black outs”27. Consequently, feminists 
from  the  late  1960s  onwards  often  produced  their  own  printed  materials  and  founded 
“autonomous”  magazines  and  publishing  houses.28 Thus  it  appears  that  the  economic, 
administrative and architectural constraints in the sphere of print proved to be the easiest to 
overcome,  as  for  instance  compared  to  those  in  the  spheres  of  radio  and  television 
broadcasting or film. At the same time, it needs to be remarked that feminist analyses have 
continued to be marginalized in the hegemonic  publics and thus in societies at  large.  In 
Mojab’s words:

“Although  we may  find  much  gender-based  subtlety  in  the  techniques  of  limiting 
women’s  access  to  information,  I  believe  that  the  subtlest  censorship  is  denying 
feminist knowledge a visible role in the exercise of power. The state, Western and 
non-Western,  rules  through  privileging  androcentric  knowledge  as  the  basis  for 
governance. [...] While the concept ‘gender-based censorship’ is useful, it should be 
broadened to include ‘censorship of feminist knowledge’.”29

26 John Berger (1977): Ways of Seeing. London: British Broadcasting Corporation. Pp. 46-47.

27
 The following two article titles attest to this gatekeeping experience: Monica B.. Morris (1973): "Newspapers and the New 

Feminists: Black Out as Social Control?" In: Journalism Quarterly 50.1: 37-42. Donna Krause (1977): "The Women's 
Movement Is Not Dead - It's Just Not Being Reported." In: Media Report to Women (October): 11. 

28 The most mainstream-oriented of the “autonomous” feminist publications in the U.S.A. has probably been Ms. Magazine. See, 
for instance, Amy Erdmann Farrell (1998): Yours in Sisterhood: Ms. Magazine and the Promise of Popular Feminism. Chapel 
Hill: University of North Carolina Press, 1998.

29 Shahrzad Mojab (2001-2002): “Information, Censorship, and Gender Relations in Global Capitalism.” In: Information for 
Social Change 14. Available at: http://www.libr.org/isc/articles/14-Mojab.html (last accessed 21 October 2009).
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Sexuality and the Public Sphere

Arguably, one of the clearest points of convergence of gender-based censorship and the 
censorship  of  feminist  knowledge  is  the  one  of  the  private  realm  of  interpersonal 
relationships, which has formed a prime area of contestation of the gender order and, by 
extension, the national order. Yet it can be noted that in different nations, there are different 
trajectories  attesting  to  the  challenges  that  women have directed  at  the  social,  political, 
economic and media systems, with different  responses from social  actors,  the state,  the 
market and the media.

For  instance,  in  several  South  Asian  countries,  there  is  evidence  that  women  have 
increasingly spoken out about the gender politics they have experienced in their families and 
relationships. For instance, focussing on China in the 1990s, McDougall traces how women 
have increasingly  divulged private and sexual  matters in  radio talk  shows and in  books, 
either journalistically  or  in  fiction.30 Her  article  illustrates how these interventions may be 
framed to either challenge the established order or to become recuperated within it. To the 
extent  that  women  have  utilized  mainstream media  and  gained  a  mass  audience,  their 
testimonies may have functioned as powerful political interventions, for instance by drawing 
attention  to  rapes  and  domestic  violence  as  systematic  social  problems  and  by  hence 
creating feminist knowledge. Conversely, their stories may have been framed to only titillate 
by talking about transgressive male behaviour. 

Similarly, the status of narrations of personal sexuality may be ambivalent: On the one hand, 
accounts like these could be consumed voyeuristically,  and their female authors may be 
dismissed as amoral or greedy for attention or revenue. On the other hand, accounts like 
these may retain the political  dimension of  women insisting to speak about matters over 
which  they  have  traditionally  been  silenced  socially  or  through  state  censorship.  In  the 
process,  these women may gain personal  relief  through self-expression and successfully 
challenge received notions of what women’s sexuality and women’s speech are about. 

In a nutshell, creating publics for the discussion of women’s sexuality and women’s intimate 
relationships potentially draws attention to the core of the social order of nations and throws 
up fault  lines  of  public  morality,  marketing strategies,  and personal  self-realization.  Bose 
argues that a class-based analysis is useful to understand the precise conditions faced by 
South Asian women writers in this context:

 “What does bind them [South Asian women writers] and set them apart from the rest 
of the world are perhaps characteristics of the contemporary civil  society that they 
inhabit in South Asia, particularly in the ways it is gendered. Notions of ‘civility’ are 
intricately  bound  up  with  notions  of  ‘gentility’  in  South  Asia,  being  historically 
determined by class.  The educated middle  and upper  classes – to which women 
writers belong – proscribe codes of conduct for women that adhere to specific ideas 
about ‘genteel’ behavior. An area of special severity is (female) sexuality; a ‘genteel’ 
woman in South Asian civil society is ideally desexualized in the public perception. All 
women  writers,  therefore,  whether  consciously  self-censoring  or  defiantly 
‘provocative’  (read  ‘sexy,’  in  thought,  word,  or  deed),  live  constantly  under  this 
mammoth shadow of civil society. What sets them apart from each other is how each 
is coded into this society, how each is policed, and by whom, what then distinguishes 
one from the other is how each responds, resists, or retaliates against the imposition 
of a set of normative codes.”31

Women  critically  engaging  with  their  private  experiences  in  public  have  not  only  drawn 
attention to the political nature of the construction of women’s private lives. Another similarity 
30 Bonnie S. McDougall (2005): “Discourse on Privacy by Women Writers in Late Twentieth-Century China.” China Information 
19.1: 97-119.

31 Bose p. 22.
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that has emerged in the reactions to their interventions seems to be that the symbolic link 
between women and nation has often been activated by social and state censors claiming 
that the women, in speaking up in such a critical way, betray the nation. It is to this nexus of 
women and nation that we therefore need to turn next.

Women and Nation

From a feminist and postcolonial studies perspective, there is nothing “natural” or self-evident 
about  nation  states.32 Since  a  nation  has  traditionally  been  defined  by  a  sovereign 
government  ruling  over  the permanent  population  living  within  its  demarcated territory,  it 
follows that the main function of a nation is to organize people and boundaries. 

Thus a nation is not only invested in creating and maintaining its physical borders but also 
has  a  high  stake  in  moulding  or  policing  procreative  (hetero-)  sexuality  and  women’s 
reproductive choices, which are to be exercised within their borders in specific ways.33 Most 
crucially,  nations have been characterized by internal  social  hierarchies built  on forms of 
social stratification such as race, class, caste, tribe, creed and/or living location, and insofar 
as these hierarchies have constituted stabilized organizing principles of a nation, (potentially) 
procreative sexuality has needed to be policed along these tenuous internal borders. For this 
to  work,  gender  and  sexuality  have  needed  to  be  imagined  as  differentiated  by  these 
markers,  so  that  in-group  identification  and  desire  could  be  fostered  among 
racially/class/creed-marked men and women. 

In-group identification goes hand in hand with stereotypes circulating about others’ forms of 
femininity, masculinity and sexuality in each group, for instance those held between different 
classes. These mechanisms of group formation by uniting and othering not only work with 
respect to people who broadly conform to the gender and sexuality expectations directed at 
them. Even people who do not conform to normative gender and sexual identities do not 
necessarily find common ground if they are placed differently on the socio-economic scale. 
For instance, the low socio-economic status of many Nepalese Metis (biological males who 
see themselves as feminine and third genders) sets them apart from more well-to-do gays or 
bisexuals.34 Or, as Oishik Sircar explains with respect to India: 

The so-called  “indigenous”  Indian sexualities of  Kothis,  Panthis and  Hijras,  among 
others,  face  an  existential  disadvantage  in  comparison  to  the  contemporarily 
articulated identities of Lesbian, Gay, Bisexual, Transgender (LGBT). [...] Further, the 
disadvantage  faced  by  Hijras seems  more  connected  to  their  class  status  than 
sexuality, or rather because of the coming together of both.35

While  gender and sexuality-related stereotypes and identities generally serve to keep the 
fractions apart,  they inevitably breed transgressive and hence illicit  desires. Nations have 
different  ways of  dealing  with these desires.  In western patriarchal  nations,  for  instance, 
there has existed a tendency to organize the sexual exploitation of women, and, to a lesser 
extent, also of men, from inferiorized fractions by men from superiorized fractions, e.g. in 
some contexts  of  prostitution  and  pornography,  in  the  history  of  colonialism  and  in  sex 
tourism.  Mail-order  brides  and  other  forms  of  marriage  migration  in  this  setup  can  be 
considered  an  exception  insofar  as  the  brides,  in  contrast  to  other  groups  of  sexually 

32 The academic discipline of Postcolonial Studies has most consistently and fruitfully contributed to this research field. See, as 
one of its founders, Homi Bhaba (1994): The Location of Culture. New York: Routledge.

33 Particularly since the 19th century, states have concerned themselves with population planning, contraceptives, abortions, 
sterilizations, hygiene, different forms of procreative and non-procreative sexuality and family models. These preoccupations 
originated in western nations and have been spread by them around the globe on trajectories of colonization and later 
development cooperation. On occurrances in the west, see Michel Foucault (1990): The History of Sexuality Volume I: An 
Introduction. Trans. by Robert Hurley. New York: Vintage Books. See esp. pp. 117-120.

34 Sunil Babu Pant (2008): “Patience Pays Off.” In: in plainspeak 2: 4-9. P. 5.

35 Oishik Sircar (2008): “Questions of visibility” In: in plainspeak 2: 10-17. Pp. 13-14.
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exploited people from inferiorized social  positions,  actually  come to partake of  the social 
status of their spouses and contribute to a transgression of social and racist lines within a 
nation.36 Also, as Tesa de Vela points out, in contexts that allow same-sex marriages, they 
may also undermine heteronormative assumptions.37

Nations of course have not only had to safeguard a system of internal social stratification, but 
they have obviously also needed to foster an overarching, national collective identity, or, in 
Anderson’s  influential  terminology,  an  “imagined  community”.38 Historically,  this  imagined 
community  often  took  shape  in  relation  to  a  nation  imagined  as  female,  evoking  the 
hegemonic ideals of femininity favored by the ruling classes. In western democracies, the 
bourgeoisie  or  middle  classes  have  historically  been  most  invested  in  establishing  their 
preferred forms of femininity and masculinity as hegemonic, just as they, in Hunt’s words, 
“came more and more to equate themselves with ‘the nation’”.39 A compatible account of the 
creation of nationalism is given by Inderpal Grewal and Caren Kaplan: 

As feminist scholars, we see nationalism as a process in which new patriarchal elites 
gain the power to produce the generic ‘we’ of the nation. The homogenizing project of 
nationalism  draws  upon  female  bodies  as  the  symbol  of  the  nation  to  generate 
discourses of rape, motherhood, sexual purity, and heteronormativity.40

Postcolonial  nation states, for our purposes, potentially differ from Northern nation states in 
several important respects: Firstly, the realities of colonization that they had to overcome 
altered the kinds of social fractions that exist and also the way traditional fractions relate to 
each other hierarchically. Most centrally, this of course revolved around the introduction of 
the social fraction of the colonizers themselves, but may in addition have involved imported 
groups  from  other  countries.  By  extension,  the  colonizers  altered  the  makeup  of  the 
colonized country by forming allegiances with specific elites and by downgrading other social 
fractions for various purposes. All  of these developments are likely to have created huge 
tensions in the social fabric, so that postcolonial states may experience particular problems 
in  creating  new social  orders  and maintaining  them.  In  addition,  Farida  Shaheed  draws 
attention to the fact that in many postcolonial nations, “the State never fully replaced self-
governance structures pre-dating independence”.41 Thus it  needs to be kept in mind that 
“nation” and “state” do not necessarily coincide in these cases.

Secondly, it needs to be considered that the ideological relationship between postcolonial 
nation states and their citizens may be quite intense owing to the fact that in many cases, 
people had to actively fight against colonization and for national independence in the recent 
past. While Northern citizens just “inherited” their nation states from previous generations, 
many Southern citizens were thus actively involved in creating their nation states. From a 
gender perspective, it needs to be stressed that women have traditionally been very active in 
liberation struggles, and that the subsequent (re-) marginalization that many have suffered by 
their  newly  won nation  states42 has  been achieved  through active  and thus  often highly 
visible acts of discrimination and social gender reengineering.

36 No comparable organization of sexual exploitation directed upwards in the social hierarchy exists, of course, which makes it 
clear that sexual exploitations require that the targets be made stystematically and structurally vulnerable. On different facets of 
marriage migration in Asia, see Women in Action 3 (2007).

37 Tesa de Varga ( 2007): “Towards Citizenships that are Equal, Different and Plural.” In: Women in Action 3 (2007) Special 
Issue on Marriage Migration in Asia. 46-49.

38
 Benedict Anderson (1983).

39 Alan Hunt (1999): “The Purity Wars: Making Sense of Moral Militancy.” In: Theoretical Criminology 3.4: 409-436. P. 427. 

40 See Inderpal Grewal and Caren Kaplan (2000): “Postcolonial Studies and Transnational Feminist Practices.” In: Jouvert: A 
Journal of Postcolonial Studies 5.1. Available at: http://english.chass.ncsu.edu/jouvert/v511/grewal.htm (accessed Oct. 4, 2009). 
Paragraph 6. As a decisive early book on these issues, see Anne McClintock (1995): Imperial Leather: Race, Gender, and 
Sexuality in the Colonial Conquest. New York: Routledge.

41 Farida Shaheed (2011): “Gender and Citizenship in the Information Society: A Perspective from Pakistan.“ Bengaluru: IT for 
Change CITIGEN Think Piece. P. 4.
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If nations are thus steeped in gender symbolism and moreover have a central stake, or even 
their raison d’etre, in orchestrating forms of masculinity, femininity, sexuality, procreation and 
violence  to  create  their  borders  and  perpetuate  or  reorder  their  internal  hierarchies, 
censorship can fruitfully be understood as one tool in the arsenal of nation states serving 
these ends. 

State Censorship as a Tool for Negotiating Gender and Other Hierarchies

Attempts at policing the hierarchized and heterosexualized gender order of masculinities and 
femininities through censorship have been more or less important at different points in time, 
in different nations, and to different social  fractions. The analytical  task then becomes to 
investigate the whole sociopolitical apparatus of censorship at a sufficient level of detail to 
understand each specific trajectory. 

For instance, in Hunt’s U.S.-based comparison of the anti-obscenity movement of the 1870s 
and the “purity wars” over pornography in the 1980s, it is instructive to see that he is not 
satisfied with authors whose explanations only take note of the middle class as a unified 
agent. Rather,  Hunt argues that within the class argument,  attention needs to be paid to 
specific  fractions,  for  instance  the  petty  bourgeoisie  of  self-employed  people,  the 
professionals  and the bureaucrats,  as  these may differ  in  terms of  their  stance towards 
regulation and their preferred targets of regulation. Furthermore, he argues that the precise 
“alliances  between  different  categories  of  agents”43 need  to  be  traced,  of  course  in 
conjunction to the specific target around which they form and which they moralize. 

Last but by no means least, Hunt submits that “the central character of moral politics” lies in 
the blend of class and gender positions, according to which women and men voice concerns 
about  femininities,  feminine  sexualities,  masculinities  and  masculine  sexualities  that  are 
distinctly structured by their places in the class and gender hierarchies. The moralizing of 
certain targets at  specific  points  in  time and attempts to regulate them then need to be 
understood as responses to shifts within these class and gender hierarchies that bring about 
specific stakes for moralizing and regulation. It also needs to be noted that censorship, just 
as any prohibition, creates curiosity about what gets prohibited and inevitably creates desires 
to transgress, which similarly need to be taken into account.

Bringing such a finely-grained analytical approach back to the level of the state then requires 
an  investigation into when, where and why such developments gain political salience and 
results with specific decision makers. In Cynthia Enloe’s words:

‘Always  ask  the  question:  under  what  conditions  do  state  officials  invest  state 
resources in order to manipulate masculinity and femininity?’ The necessary corollary 
question then to be asked is: ‘When do state officials try to manipulate women as 
people?’”44

After exploring the gendered order of nations and their mass-mediated public spheres as well 
as the whole range of agents of censorship and surveillance, we can now turn to the Internet 
and explore the shifts and continuities brought  by the new Information Society  paradigm 
based on the new information and communication technologies (ICTs) for the potential of 
women’s virtual citizenship.

42 See, for instance, Peggy Antrobus (2004): The Global Women’s Movement: Origins, Issues and Strategies. London, New 
York: Zed Books. P. 23.

43 Hunt p. 422.

44
 Cynthia Enloe (2004): “Becoming a Feminist: Cynthia Enloe in Conversation with Three British International Relations 

Scholars.” In: The Curious Feminist: Searching for Women in a New Age of Empire. Berkeley, Los Angeles, London: University 
of California Press. 155-189. P. 171. While Enloe frames these questions with respect to the field of militarization, they are 
equally central to other state policies such as censorship.
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The Internet, Digital Divides and Areas of Censorship

To begin with, it is imperative to understand the reach of the Internet. While it has grown and 
spread  in  a  way  that  has  no  precedent  with  other  media,  the  Internet’s  reach  –  and 
usefulness – is still far from ubiquitous. The digital divides that have been diagnosed so far 
attest to the fact that social fault lines have often been augmented rather than ameliorated by 
the Internet,  particularly  those created by wealth,  education  and language  skills,  and by 
physical location in the geopolitical order as well as within nations. Furthermore, other social 
divides have taken on a new saliency, for instance regarding age and technical-mindedness. 
All of these divides contain gender dimensions and tend to underprivilege women of each 
social fraction in comparison with the men in their group, for instance poor women, illiterate 
women and women without much formal education, rural women in developing countries and 
older  women.  Hence  at  this  point  in  time,  the  Internet  is  still  noticeably  biased  towards 
privileged fractions, which does not set it apart from traditional mass media.

The  barriers  have  primarily  been  developed  by  markets  and  their  drives  for  profit 
maximization,  which  have  shaped  infrastructure  developments,  and  increasingly  the 
computer hardware and software as well as content, services and business models that can 
be encountered over the Internet. The Internet has become a crucial tool for big business, 
including  transnational  corporations,  banking  establishments,  and  the  stock  exchanges, 
helping them to create a new worldwide economic order and division of labour. The new 
economic  order  has  tended  to  reinforce  established  differences  between  rich  and  poor 
countries, even though a few countries have been able to significantly improve their status, 
for instance China, India, and Estonia. Racial and gender discrimination in the job market in 
terms  of  occupational  segregation  and  differentials  in  pay  and  career  trajectories  have 
continued to characterize the organization of labour, albeit now increasingly integrated into 
worldwide systems of production, distribution and services. 

While  many  Northern  nations  have  promoted  these  developments  within  self-adopted 
neoliberal  frameworks  stressing  deregulation  and  market  competition,  many  Southern 
nations had these frameworks and developments pressed on them in the context of so-called 
poverty  reduction  strategies  as  well  as  development  cooperation  and  public-private-
partnerships promoted in bilateral or multilateral treaties. In the terms of the systematization 
developed  above,  business  as  a  non-state  actor  has  thus  been instrumental  in  shaping 
markets and Internet architectures, which until now have had the effect of including – in fact 
catering to – privileged fractions and excluding discriminated fractions. 

Thus  the neoliberal  approach  that  has  dominated  economic  thinking  in  the  global  north 
during the years of the Internet’s most dramatic growth has encouraged – or coerced - nation 
states  worldwide  to  allow  business  to  act  without  much  state  interference  or  to  smooth 
business’s  ways through  laws,  including  censorship  laws.45 By  adhering  to  this  doctrine, 
nation states have indirectly contributed to the social inequalities furthered by the Internet.46 

In this context, it would be vital to also investigate how nation states have, as a corollary, 
organized specific groups of women into the support positions required for this renegotiation 
and consolidation of hegemonic business masculinity, most blatantly visible in setups like 
export processing zones, but also in terms of social policies.

Since the Internet plays a central role in business and for business, it is not surprising that a 
substantial  amount  of  Internet  censorship  revolves  around  business  issues  such  as 

45 Central neoliberal tenets have been built into instruments of development cooperation such as poverty reduction strategy 
papers or public-private partnership models, and they have characterized many bilateral and regional treaties.

46 However, resistance to aspects of the neoliberal doctrine does not equal a more egalitarian approach to the Internet’s 
development. Thus for instance, some nation states may insist on protecting their telephone monopolies by outlawing and 
censoring Voice-Over Internet Protocol (VOIP) services, instead of privatizing their telephone services as would be dictated by 
neoliberalism.
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protecting consumers and fighting fraud. Similarly,  intellectual  property rights (IPRs) have 
received new definitions and laws, a new saliency and a substantial enforcement apparatus. 
This apparatus has included censorship of individual cases of infringement and censorship of 
peer-to-peer  networks  and  platforms  understood  to  thrive  on  infringements,  e.g.  those 
dedicated to exchanging music files. 

Given  that  these  developments  have  tended  to  augment  existing  privilege  rather  than 
distributing benefits more equally, they can most fruitfully be explored with reference to the 
creation of hierarchies of masculinities as discussed in the previous section, which can be 
traced  both  within  nations  and  internationally.  The  economic  interests  of  transnational 
corporations  and  northern  multimedia  entertainment  conglomerates,  their  managers  and 
principal  stock  holders  have  best  been  served  in  this  context,  consolidating  what  R.W. 
Connell and Julian Wood have termed “hegemonic business masculinity”.47 

Also as with respect to the realm of business, security, including censorship and surveillance, 
of course is a business and provides career paths, including in ministries, the military, the 
police,  the secret services, consultancy firms, hardware and software manufacturing, and 
others. It appears that security and surveillance have largely remained fields of male careers 
and male prestige, even though men have also very likely been the main targets of this kind 
of censorship. 

Again, this invites an exploration of how hegemonic masculinities perpetuate their status and 
create subordinate forms of masculinities, and also of how the corresponding female support 
structures required to negotiates these masculine hierarchies are constructed in each nation. 
Of course, concurrent with the growing importance of the Internet for many aspects of life in 
privileged social fractions, nation states have also begun to develop social policies for the 
internet,  including universal  access and educational  provisions.  Yet,  as Fitzpatrick rightly 
points  out,  “cyberpolicies  are  only  as  good  as  the  socio-economic  policies  that  they 
accompany”.48 

Apart from the business-related censorship just touched upon, the issue of national security, 
particularly  as  tied  to  terrorism,  has  been  used  as  a  principal  rationale  for  inaugurating 
Internet  censorship  and  surveillance  in  the  global  north  and  concurrently  to  assert 
governmental  sovereignty  over  parts  of  the  Internet. 49 It  needs  to  be  remembered  that 
preceding the terrorist attacks in the U.S.A. of September 11, 2001, terrorism as a rationale 
for U.S. security strategies was already voiced with reference to the bombings in Oklahoma 
in 1995 and at the 1996 Atlanta Olympics.50 However, it took the 9/11 incidents to trigger a 
new post-Cold War “security” ordering of the globe, which has now been well under-way. As 
with respect to business considerations, censorship within the realm of security goes beyond 
the suppression of content. In addition, it has for instance concerned encryption tools for data 
and voice transmission.  From a gender perspective, as with the business realm, political 
censorship can be understood as principally impacting hierarchies of masculinity.

47
 Censorship research could here for instance build on R. W. Connell and Julian Wood (2005): “Globalization and Business 

Masculinities.” In: Men and Masculinities 7.4: 347-364.

48 Tony Fitzpatrick (2000): ”Critical Cyberpolicy: Network Technologies, Massless Citizens, Virtual Rights.“ In: Critical Social 
Policy 20.3: 375-407. Pp. 398-399.

49 As Youngs argues, people have used the Internet both to reassert national boundaries and to transcend them. Politically, 
many feminists have noted with much concern that nationalisms and related forms of fundamentalist and patriarchal thought 
seem to be on the rise in different parts of the world.

50 See, for instance, David Cozac and David Tortell (1998): “Internet Censorship Report: The Challenges for Free Expression 
On-Line: Executive Summary.” Ed. by Canadian Journalists for Free Expression. Available at: 
www.cjfe.org/specials/internet/sum.html (last accessed 17 September 2008).
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Sexuality and Censorship in the Virtual Realm

Turning now to sexuality, including pornography, as another crucial area of censorship, we 
need to begin by reflecting on some characteristics of today’s Internet in order to understand 
the gendered stakes better. For the past few years, the view has gained salience that the 
Internet has developed into a new stage, from Web 1.0 to Web 2.0.51 Web 1.0 in this view is 
largely associated with the features of a classic mass medium through which the few use to 
disseminate their information to the many. It is also associated with static websites created 
by professionals. Web 2.0, in contrast, is viewed as a communications medium and platform 
where all users can collaborate to create and disseminate content, and where web sites can 
communicate and share data updates as well.  Web 2.0 is strongly identified with several 
collective  practices  and  well-known  platforms.  These  include,  at  this  point  in  time,  for 
instance the compilation of an encyclopedia in Wikipedia, media sharing via YouTube, social 
networking via Xing, MySpace and Facebook, the exchange of information via Twitter and 
blogs such as those found on Blogspot, and playing with avatars in virtual spaces such as 
Second Life.  While  the view of  these two stages of  the web is  rightfully  contested,  it  is 
important  to take note of  the enthusiasm with which many private individuals  around the 
world have started to collaborate and share via the Internet and the general interest this has 
generated.52

From the point of view of nation states and their main tasks of policing external borders and 
maintaining internal hierarchies with the help of circumscribed masculinities, femininities and 
sexualities, all this sharing and collaborating across borders is potentially disruptive. With the 
growth  and  spread  of  the  Internet,  nation  states  have  hence  increasingly  attempted  to 
reassert their sovereignty through censorship.53 The areas of security and pornography have 
lend themselves particularly well  to this reassertion because distinctly national discourses 
and  problems  exist,  which  still  at  times  allow  room  for  international  collaboration.54 In 
comparison,  the  area  of  business  may  appear  more  compromised  because  the  strong 
coercion from the global north throws the sovereignty of southern nations into question. 

Pornography, by now, has emerged as a particularly controversial and widely censored field. 
Comparatively  early  on  in  the  U.S.A.,  from  1995-1996,  a  “moral  panic”55 concerning 
cyberporn could be witnessed.56 It culminated in the Communication Decency Act of 1996, 
which the Supreme Court subsequently struck down as unconstitutional with reference to 
freedom of speech.57 As was touched upon above, pornography, in its traditional form as 
merchandise, has always been contested and at times censored, irrespective of the media 
that  have  conveyed  it,  from  books  to  magazines  to  films.  With  the  Internet,  however, 

51 This take was for instance popularized by a Time magazine cover story by Lev Grossman in 2006.

52 But it is also important to note that comparatively less interest has been invested into an examination of the business models 
followed by these Web 2.0 platforms, which generally operate free of charge for the users. With traditional media from print to 
broadcasting, their main business model has often been the delivery of their audience’s attention and consumer power to 
advertisers. With the Internet, it is likely not only their attention but also analyses of the digital behaviour and data trails left by 
users, which raises important privacy concerns. For a thorough treatment of Web 2.0’s business models, see Christian Fuchs 
(2011): “Web 2.0, Prosumption, and Surveillance.” In: Surveillance & Society 8.3: 288-309.

53 According to the findings of the OpenNet Initiative (ONI) and Freedom House, there is evidence that a growing number of 
nations have been developing Internet censorship regimes. For ONI, see Zittrain and Palfrey p. 41. For Freedom House, see 
their collaborative study Freedom on the Net (Washington DC: Freedom House, 2011. Available at: 
http://www.freedomhouse.org/).

54 As exemplified by the international War on Terrorism and the Cybercrime Convention of the Council of Europe.

55 Recalling Hunt’s argument, the term moral panic may convey the emotional charge connected to a discussion but suggests 
irrationality and hence obscures the different and very real stakes that actors in these processes have.

56 Note that this development coincided with the preoccupation with terrorism and security in the U.S.A., a connection which 
would also benefit from further exploration. For a discussion of developments in Europe in this regard, see Heather MacRae 
(2003): “Morality, Censorship, and Discrimination: Reframing the Pornography Debate in Germany and Europe.” In: Social 
Politics 10.3: 314-345.

57 Joseph Panepinto (1998): “Policing the Web: Cyberporn, Moral Panics, and the Social Construction of Social Problems.” 
Doctoral dissertation, University of Massachusetts-Amherst.
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pornography as merchandise for sale is only one of the forms it takes. And even in this form, 
the traditional male dominance over the kinds of themes and viewpoints that are offered has 
been challenged by female providers of pornography, which could potentially challenge some 
rationales for censoring it.58

In addition to its production for sale, virtual pornography has been produced by people as a 
means  of  self-expression  and  self-exploration.  Individuals,  particularly  those  whose 
sexualities  have  been  subordinated  or  stigmatized  –  including  women,  non-heterosexual 
people,  and  people  favouring  stigmatized  sexual  acts  -  have  claimed  it  as  one  way  of 
generating self-defined images and hence counter-discourses of sorts. This complicates a 
dilemma that has always attended the censorship of pornography: how to define it in a way 
that makes its identification easy and unambiguous. 

As  MacRae  explains,  blurry  definitions  of  pornography  have  often  been  indebted  to  its 
discussion  within  a  moral  framework,  as  for  instance  opposed  to  a  framework  of 
discrimination based on verifiable facts. Even with respect to such comparatively self-evident 
issues as the undesirability of child pornography and despite the broad discussion of this 
issue, people still hold widely different views on the definitions of “child” and “pornography” 
and the reasons for and potential consequences of outlawing it.59 But if sexual displays now 
increasingly  take  interactive  and  collaborative  forms,  and  if  they  function  “as  a  form  of 
recreation, self-presentation and community building”60 beyond an immediate cash nexus, 
this would likely increase the difficulties of definition and detection in several frameworks. 

Some  observers  do  not  feel  the  need  to  compartmentalize  pornographic  from  non-
pornographic aspects of dealing with sexuality, though, and argue that categories per se, 
including categories employed for censorship, have the basic purpose of normalizing male 
hegemonic  rule.61 In  contrast,  with  respect  to  women’s  sexualities,  Wood  for  instance 
advocates the creation of a “feminist sex commons” in her article “Consciousness-raising 2.0: 
Sex Blogging and the Creation of a Feminist Sex Commons.”62 She understands this feminist 
sex  commons  as  a  way  for  women  to  “acquire  greater  control  over  sexual  knowledge, 
definitions,  resources  and  vocabulary”63,  an  undertaking  that  was  also  already  partially 
underway in different parts of the world in other media during the 1990s, as discussed above 
with reference to female  Chinese  authors.  Building  community  around the exploration  of 
desire and the reduction of shame for Wood requires a fight against business control of the 
Internet, against the medicalization of sexuality and against censorship. 

Similar  concerns  have  been  voiced  by  non-heterosexual  people  of  all  genders  and  by 
gender-non-conforming people in different parts of the world. Many of them have found the 
Internet  to  offer  useful  platforms  of  self-exploration,  community  building,  political 
representation and organizing of various kinds. These for instance include queers in India, 
AIDS and reproductive health activists in China, gay as well as LGBT online platforms in 
China and Hong Kong; and sex worker organizations in India.64

58 Claire Butkus (2004): “Female Porn Providers and Internet Services.” In: Convergence 10: 10-22.

59 Yulia Timofeeva (2006): Censorship in Cyberspace: New Regulatory Strategies in the Digital Age on the Example of Freedom 
of Expression. Baden-Baden: Nomos. See esp. pp. 132-138.

60 As argued by Feona Attwood (2007): “No Money Shot? Commerce, Pornography and New Sex Taste Cultures.” In: 
Sexualities 10.4: 441-456.

61 Hannah Mueller: „Gender, Censorship, and the Internet: Wo Decides What’s ‚Not Possible’?“ Available at: 
http://gandt.blogs.brynmawr.edu/web-papers/

62 Elizabeth Anne Wood (2008). In: Feminism Psychology 18: 480-487.

63 Wood p. 486.

64 See, for instance, the following resources: “Rahul Mitra and Radhika Gajjala (2008): “Queer Blogging in Indian Digital 
Diasporas.” In: Journal of Communication Inquiry 32.4: 400-423; the entries on Wan Yanhai and Chen Guangcheng in 
Wikipedia; the online platform for gays in Guangzhou (http:www.gztz.org/); the online gay radio in Hong Kong 
(http://gayradio.hk/newnc/index.php) and the LGBT online tv in Hong Kong (http://leslovestudy.com/tv); the websites of the 
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But can these interventions really be considered political, and does the Internet by extension 
fulfil democratic functions? Arguably, challenging the privatization of sexuality on which the 
hegemonic construction of the public hinges, and thus destabilizing the public/private border, 
constitutes a political endeavour and one in which the Internet’s propensity of blurring the 
boundaries between the public and the private can be utilized to good advantage. 

The question of  whether such online content can be understood as an alternative public 
sphere or just the marginalized product of some individuals is a different matter. Beyond the 
digital  divides  discussed  above,  which  need  to  be  remembered  in  this  context,  there  is 
evidence that the Internet content that really influences public debates gets more and more 
concentrated  on  few  news  sites.65 This  is  due  to  mechanisms  intrinsically  applied  in 
cyberspace and  to  mechanisms extrinsic  to  cyberspace:  Intrinsically,  the  algorhythms of 
search engines and their dependence on hyperlinks were found to create a “Googlearchy”, in 
which  a  comparatively  small  number  of  websites  become  more  and  more  visible.66 

Extrinsically, attention has been drawn to the fact that the traditional mass media still play a 
vital role in setting the public agenda, and that they now do so by treating a select number of 
blogs and other  online  information as important  news providers and by amplifying  these 
through their respective channels.67

Besides the issue of the nature and amplification of online information, there is the question 
to consider of whether online behaviour constitutes a particular kind of political behaviour. It 
has for  instance been argued that  instead of  debating and exchanging,  people  use their 
mobility, their instant ability to either stay or move to another website, as a means to exert 
their sovereignty in a manner that models citizen sovereignty on consumer sovereignty.68 

However,  many authors have pointed to the importance of  looking at  offline  contexts  to 
understand the nature and significance of online political behaviour. 

Thus Bruce  Etling,  Robert  Faris  and  John Palfrey  argue that  the  stance  on freedom of 
association taken by different political regimes plays an important role in the kinds of online 
political  behaviour  that  are pursued by citizens.  Where freedom of association is denied, 
citizens are not only severely hampered in building durable organizational structures but also 
in creating comprehensive analyses and long-term goals. In these contexts, ICTs are most 
likely used to facilitate spontaneous mobs and episodic popular protests. This form of usage 
may be successful, but the people who depend on it are quite vulnerable to manipulation 
through misinformation. 

Where social movements can build because freedom of association is not entirely denied, 
these tend to act symbolically, cumulatively and indirectly based on the ideologies and goals 
that they develop over time. Correspondingly, social movements use ICTs in a wide variety 
of ways to facilitate their tasks. 69 There is some evidence that the less traditional organizing 
there is, the more network-like the ICT use may be, which is seen as the Attac model of 
decentralized  exchange.70 Yet  social  movements  are  generally  not  lasting,  but  either 

Indian organizations of sex workers Sampada Gramin Mahila Sanstha (http://www.sangram.org/) and Durbar Mahila 
Samanwaya Committee (http://www.durbar.org/).

65 Flichy, Patrice (2008): “Is the Internet an Instrument of Democracy?” La vie des Idées.fr. Online: http://www.booksand 
ideas.net/IMG/pdf/20080114_internetENG.pdf. 

66 Matthew Hindman, Kostas Tsióutsiouliklis, Judy A. Johnson (2003): „Googlearchy: How a Few Heavily-linked Sites Dominate 
Politics Online.” Midwest Political Science Association. Online: 
http://www.johnkeane.net/pdf_docs/teaching_sources/google/google.pdf. 
67 Flichy (2008).

68 Flichy (2008).

69 Bruce Etling, Robert Faris, John Palfrey (2010): „Political Change in the Digital Age: The Fragility and Promise of Online 
Organizing.” SAIS Review 30.2: 37-49.

70 Flichy (2008).
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transform into permanent structures such as civil society organizations and political parties or 
perish. For the more long-lasting and established forms of political organizing, ICTs may be 
used  like  traditional  mass  media  or  in  innovative  ways.  At  bottom,  it  is  important  to 
understand that the Internet as medium does not create one specific political use.

This is true in all fields, including the one of sexuality. Nevertheless, Web 2.0 can be seen to 
represent a unique stage in people’s efforts to make sense of and promote their sexualities in 
collaborative terms, which leads to the production and merging of such disparate content as 
pornography,  information  about  gay  and  lesbian  issues,  and  information  about  sex 
education. From the point of view of nation states concerned with supervising and shaping 
their citizens’ sexualities, all of these discourses on sexuality, potentially developed beyond 
clear social and geopolitical boundaries, are potentially subversive in that they may call into 
question the definition of distinct social fractions based on forms of masculinity, femininity 
and sexuality, which has served as the principal mechanism of maintaining these fractions 
and ordering them hierarchically, as laid out above. Internationally, interventions may even 
challenge  the  equation  of  women  with  their  nation  and  the  governmentally  sanctioned 
exploitation of the sexuality of large groups of women by foreigners. An interesting case in 
point  is  the  web  site  SiamWEB.org,  investigated  by  Jillana  Enteen  in  her  article  “Siam 
remapped: cyber-interventions by Thai Women”.71 

Interventions  like  these  clash  with  many  people’s  deeply  held  beliefs  and  convictions. 
Consequently, these forms of taxing collaborative content, as well as other forms of sexual 
content, have been contested, albeit in different ways, with different rationales and stakes 
attached, by men and women from distinct fractions within specific nations. Research here 
needs to elucidate these variables further. Contestations range from calls to state censorship 
and censorship regimes to sexual harassment as a gendered form of violence. Since these 
forms  of  sexual  harassment  increasingly  seem  to  take  the  form  of  digitally  mediated 
invasions of privacy, it is instructive to look at privacy – and surveillance – in a little more 
detail.

Privacy and Surveillance 

Privacy can be loosely defined as a boundary between an individual and others. A right to 
privacy then means that the person may control this boundary, most notably through the 
regulation of social interaction and through information management. The person may thus 
seek to safeguard, negotiate or erase the distance between self and others based on her/his 
physical  accessibility  or  based  on  the  possible  disclosure  of  information  about 
herself/himself.72 Privacy concerns may further  be conceptualized to vary with respect  to 
different dimensions. For instance, Alan F. Westin differentiates solitude, intimacy, anonymity 
and reserve thus: Solitude means that an individual may be alone and unobserved; intimacy 
means  that  the  individual  may  establish  close  relations  with  selected  others,  anonymity 
means that  the individual  may remain unidentified in public,  and reserve means that  the 
individual may safeguard personal information and psychological barriers.73

Given this multi-faceted nature of privacy, invasions of privacy may take different forms, from 
the physical violation of an individual’s personal space or even their body to the unauthorized 
spreading  of  private  information.  It  also  needs  to  be considered  that  surveillance  is  not 
necessarily practiced with harmful intentions. For instance, consider the difference between 
state surveillance of feminists, the surveillance of children by adult family member, and the 

71 Jillana B. Enteen (2005). In: New Media Society 7.4: 457-482.

72 An excellent introduction to the scope of definitions of privacy is provided by Shengming Tang and Xiaoping Dong (2006): 
„Parents’ and Children’s Perceptions of Privacy Rights in China: A Cohort Comparison.” In: Journal of Family Issues 27: 285-
300.

73 Cited by Tang and Dong p. 287. The source they give is Alan F. Westin (1970): Privacy and Freedom. New York: Atheneum.
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predictive  surveillance  of  potential  customers  practiced  by  private  companies74.  These 
examples  invoke  some of  the  agents  of  surveillance  discussed  above,  but  they  are  not 
intended to suggest that micro surveillance practiced at the family level is necessarily more 
benign than macro surveillance as for instance practiced at the level of the state.

Of course, nations vary with respect to the patterns and forms of privacy that have historically 
been established - and contested - within them. Yet there is ample evidence that all nations 
have always recognized some forms of privacy, setting to rest the old argument that Asian 
countries would not relate to such concepts based on individual as opposed to collective 
status  and  entitlements.  Patterns  in  the  granting  of  privacy  rights,  in  being  formally  or 
informally entitled to them and enabled to enforce them, most centrally arise in relation to 
gender  and  socio-economic  status.  We already  discussed  women’s  comparative  lack  of 
entitlement in this respect, tied as it is to any patriarchal nation’s investment in monitoring 
women’s (procreative heterosexual) sexualities. In addition, people at the top of the socio-
economic pyramid have often been more able to enforce their own privacy through various 
means, even though it is also true that people in the public eye have had their privacy rights 
challenged a lot.

The new digital ICTs and their capabilities and applications to generate, store, retrieve and 
cross-match  data  related  to  individuals  has  turned  surveillance  and  privacy  into  crucial 
political issues and academic concerns in many parts of the world. It has for instance also led 
to the foundation of the scholarly publication Surveillance & Society in 2002.

In academia,  many theorists take as their starting point Michel Foucault’s thoughts on the 
panopticon. The panopticon is a concept for a prison developed by the philosopher Jeremy 
Bentham  in  1785.  Its  distinguishing  feature  is  that  the  prisoners,  on  account  of  the 
architecture of the prison, would not be able to tell whether they were being monitored at any 
particular point in time. Bentham presumed that on account of this architecture, the prisoners 
would behave as if they were being watched at all times. Foucault took this idea up in his 
seminal  work  Discipline  and  Punish75 and  developed  it  into  his  concept  of  modern 
“disciplinary” societies, in which all manner of institutions, from hospitals to churches, make 
productive the mechanism at the heart of Bentham’s model. Discipline’s major function thus 
becomes to lead individuals to internalize their observation as a way to normalize them and 
make them conform to what they think is expected of them. In this way, power does not 
repress but works productively, as Foucault stresses throughout his work.

Theorists of ICT-related surveillance have been drawn to  the model of the panopticon and 
have tried to capture the distinct qualities introduced by ICTs with the help of neologisms. 
Among those most widely received has been Mark Poster’s concept of the syperpanopticon, 
which he associates with databases.76 Other authors have contributed terms such as post-
panopticon, synopticon and non-opticon as well as lateral-surveillance, counter-surveillance, 
sousveillance, equivalence, dataveillance and netaveillance77 Since these terms often refer to 
different kinds of data left by an individual, and to different forms of use of these data by 
others, it makes sense to start out by distinguishing these kinds and forms: At the peer level, 
data traces can be monitored by others in  a  network without  a specific  purpose (social 
surveillance). Or data traces can be monitored by others in a network so they can modify 
their own behavior. On the individual level, this could be a kind of social navigation, while on 

74 On this theme, see the special issue of Surveillance & Society 8 (3) 2011, especially Jason Pridmore and Detlev Zwick’s 
editorial “Marketing and the Rise of Commercial Consumer Surveillance. “ 269-277.

75 Michel Foucault (1995): Discipline and Punish: The Birth of the Prison. Trans. Alan Sheridan. New York: Vintage (second 
edition).

76 Mark Poster (1990): The Mode of Information: Poststructuralism and Social Sontext. Chicago: University of Chicago Press. 
See also Mark Poster (1996): “Databases as Discourse; or, Electronic Interpellations.” In: Computers, Surveillance, and Privacy. 
Ed. David Lyon and Ella Zureik. Minneapolis: University of Minnesota Press. 175-192.

77 Michal Zimmer (2008): Book review of David Lyon (ed.) (2006): Theorizing Surveillance: The Panopticon and Beyond (Devon, 
UK: Willan). In: Surveillance & Society 5.2: 203-208. Available at http://www.surveillance-and-society-org.
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the  collective  level,  it  could  lead  to  collaborative  action  such  as  swarming.  Some 
commentators stress that this form of surveillance is mutual or reciprocal and thus talk about 
“lateral surveillance”, “peer-to-peer monitoring”78 or “participatory surveillance”.

Beyond the peer level, data traces can be logged, cross-matched or aggregated, either to 
increase the information on the user who left  the data traces or  to find system patterns 
among users(semantic  navigation).  This  form of  surveillance is  generally  associated with 
economic entities such as the providers of Web 2.0 platforms and governmental agencies 
concerned with  national  security  issues.  Generally,  it  is  at  this  level  that  concern  about 
surveillance is voiced, and it is at this level that the ability of ICTs to log and compute seems 
to introduce new data protection issues.

Comparable to the area of censorship, women and men are differently positioned from the 
outset with respect to surveillance, and potentially experience it differently. As argued above, 
many women have likely experienced social surveillance throughout their lives and may have 
additionally  somewhat  internalized their  being-looked-at-ness.  The social  control  that  has 
been exerted over them in the offline world also finds expressions in the virtual world. Most 
centrally for the present context, there is a lot of anecdotal evidence for cyber-stalking and 
for the fact that men secretly or openly record women’s sexual activities, either to force them 
to act in a certain way to prevent the record’s publication or to distribute the record  via 
Multimedia Messaging Service or Internet platforms in order to shame the women or damage 
their reputation and thereby punish them socially. This has been happening to famous and 
non-famous women and girls alike.

The following example from Malaysia can illustrate the state gender politics that may arise in 
these contexts quite well.79 In 2009, private photographs of a popular female public official 
from the opposition party were posted online as a tactic to shame or discredit her.80 At that 
point, women’s organizations and others had been lobbying for a sexual harassment bill and 
a data protection act for years.81 The government, however, used the incident to promote 
very contentious provisions  of  the Malaysia Multimedia and Communications Act  (MCMA 
section 233) which outlawed obscenity and harassment in a very weakly defined manner that 
had allegedly  previously  been used by the government  to  intimidate and punish citizens 
critical of the monarchy. It thus employed a paternalistic framework of sexuality – protecting 
women from privacy invasions – to legitimize Internet regulation and censorship that went 
much beyond the issue in hand. Such a trend is visible in many countries of the world and is 
often also couched in a rhetoric of child protection against (child) pornography. To explore if 
there are hidden agendas that have given rise to this trend, it needs to be checked if there 
are additional  programs and legislation that  systematically  seek to strengthen the groups 
supposedly to be protected, and if the root causes that have led to their vulnerability have 
been seriously pursued and tackled or not.

Concluding Thoughts

The concept of citizenship is normatively tied to that of personal autonomy, including the 
freedom to express oneself freely in public debate. In reality, many people have experienced 
comprehensive forms of censorship and surveillance, exerted not only by state agents but 
also  by a whole  range of  other  actors and with varying intentions.  Such experiences of 
censorship and surveillance need to be understood as distinctly gendered experiences, and 

78 Both concepts are used by Mark Andrejevic (2005):The Work of Watching one Another: Lateral Surveillance, Risk, and 
Governance.” In: Surveillance & Society 2.4: 479-497, p. 488. Online http://www.surveillance-and-
society.org/articles2(4)/lateral.pdf.

79 A more contextualized analysis is provided in Jensen et al. (2011).

80 Lee Yuk Peng et. al, "Nude pix scandal hits PKR rep (Update 7)" The Star, 16 February 2009, last accessed 3 November 
2009, available at http://thestar.com.my/news/story.asp?file=/2009/2/16/nation/20090216115814&sec=nation

81 “Privacy: Does it Exist in Malaysia? Is it time to legislate?” The Malaysian Bar, last accessed 20 January 2010, available at 
http://www.malaysianbar.org.my/human_rights/privacy_does_it_exist_in_malaysia_is_it_time_to_legislate_.html
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women in particular have been made structurally vulnerable to them, which has counteracted 
many women’s citizenship right to freedom of expression at all levels, from the micro level of 
the home to the meso level of communities and institutions to the macro level of national and 
international political institutions.

The  introduction  and  spread  of  ICTs  has  altered  and  augmented  the  kinds  of  public 
exchanges and political organizing that citizens may engage in, and this development is still 
in flux and will continue to change in line with further developments in the ICT field. So far, 
ICTs  have  erased  some  censorship  blocks  for  some  groups  of  people,  but  they  have 
simultaneously  erected  other  censorship  blocks.  Also,  there  is  evidence  that  a  growing 
number  of  nation  states  are  becoming  more  and  more  involved  in  building  ICT-based 
censorship and surveillance architectures and in attempting to control cyberspace. Gender 
and sexuality ideologies are oftentimes employed in these contexts, and feminists need to 
engage promptly with these kinds of Internet regulation and with the social policies that form 
their undercurrents or flip-sides.

The thematic field of sexuality can be considered a prime area in which the struggle over  
gendered forms of self-determination, self-expression and control has unfolded in the public 
sphere. Sexuality is at the root of the gender system and simultaneously at the root of any 
other system of social  stratification,  which explains the stakes that every-body and every 
institution up to and including the nation-state have in its normative elaboration, its policing or 
modification. Historically and ideologically, the allocation of sexuality to the private sphere 
and  the  structural  exclusion  of  women  from  the  public  sphere  have  combined  to  give 
women’s  public  talk  about  sexuality  the  status  of  a  potentially  volatile  and  destabilizing 
political  act:  It  may  expose  gender  hierarchies,  misogyny  and  sexual  violence, 
heteronormativity and ideologies of race, class and the nation and can enable the articulation 
of alternative forms of desire and politics based thereon.

However,  feminist  interventions into the public  discourse of  sexuality  also run the risk of 
reinforcing the status quo or being recuperated by third parties for this purpose. They often 
buttress the association of women with sexuality and can easily be twisted to cater to the 
voyeurism of third parties. They are compatible with the increasing sexualization of everyday 
life that is spearheaded by the advertising industries to constantly create sexualized desires. 
They may attest to unreflected prejudices held by different groups of women. And finally, 
they may be compromised or  marginalized  by  scandals  based  on breaches  of  women's 
privacy. Both the positive and the negative aspects of these feminist interventions have been 
visible in the pre-ICT days, in which the public sphere was largely indebted to mass media, 
and have found new manifestations in cyberspace and the new relationships of cyberspace 
to the mass media. ICTs thus have their feminist uses but by no means function like magic 
bullets. Careful examination is hence required of which ICT and media aspects are useful 
and  how  more  aspects  might  be  reconfigured  to  overcome  censorship  blocks  and 
surveillance regimes that hinder women from expressing themselves freely and reshaping 
their families, communities and nations in socially just ways.
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